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Dear Mr Stuckey, 
 
REQUEST FOR INFORMATION: Microsoft Office 365 Backup Policy for Defra, the 
Rural Payments Agency (RPA) and the Animal and Plant Health Agency (APHA) 

 
Thank you for your request for information of 19 March 2020 about the Microsoft Office 

365 backup policy for Defra, RPA and APHA. We have handled your request under the 
Freedom of Information Act 2000 (FOIA). 
 

Your information request and our response are set out below 
 

1. Can you please confirm if you are using the Microsoft Office 365 solution in your IT 

environment? 
 

Yes. 
 

2. If so, how you currently back up your Office 365 data? If it is backed up please 

confirm which software or service solution you currently have in place. 
 

Microsoft publish details of Office 365 resilience here: 

https://docs.microsoft.com/en-us/office365/Enterprise/office-365-data-resiliency-

overview  

The platform provides for recycling of content and for backup and recovery, which 

have been designed into our service. 

3. If a system or service is in place to backup Department for Environment, Food and 

Rural Affairs's Office 365 environment can you confirm the retention period the data 
is stored for? 

Backup data is retained solely for short/medium term recovery purposes; for 

restoring data in the event of system or user errors resulting in data loss or 

corruption. Backup data is duplicated and dynamic, changing as new backups are 

taken and, as such, is not part of the department’s formal records retention 

schedules published in line with the Public Records Act. Detailed backup 

configuration information forms part of the core technical design of Defra’s critical 

systems.   

http://www.gov.uk/defra
mailto:pete@backupvault.co.uk
https://docs.microsoft.com/en-us/office365/Enterprise/office-365-data-resiliency-overview
https://docs.microsoft.com/en-us/office365/Enterprise/office-365-data-resiliency-overview


 

The information withheld on detailed backup configuration settings for our systems 
falls under the exemption in section 31(1)(a) of the FOIA, which relates to the 

prevention or detection of crime and is therefore being withheld. In applying this 
exemption, we have had to balance the public interest in disclosing the information, 

against the public interest in withholding it. 
 
We recognise that there is a public interest in disclosure of information around the 

systems, services and retention periods in place to backup government systems, as 
this will promote openness and transparency within Government, and also show 

whether the data held by government is adequately protected. 
 
However, there is a stronger public interest in withholding information about backup 

configurations, as it could aid potential attackers by exposing any potential 
weaknesses in government systems and thus provide them with the information 

necessary to consider hacking into our systems and causing harm. Any attempt to 
carry out a cyber-attack against an IT system is a criminal offence.  
 

This exemption is engaged because releasing the information will prejudice the 
prevention of crime by facilitating the possibility of a criminal offence being carried 

out. We have therefore decided that the information should be withheld. 
 

4. Who in Department for Environment, Food and Rural Affairs is responsible for the 

protection of your critical data? 
 

Chief Security Officer for Defra group. 
 
Information disclosed in response to this request is releasable to the public.  In keeping 

with the spirit and effect of the FOIA and the government’s Transparency Agenda, this 
letter and the information disclosed to you may be placed on GOV.UK, together with any 

related information that will provide a key to its wider context.  No information identifying 
you will be placed on the GOV.UK website. 
 

We attach Annex A, explaining the copyright that applies to the information being released 
to you, and Annex B giving contact details should you be unhappy with the service you 

have received. 
 
If you have any queries about this letter please contact me. 

 
Yours sincerely 

 
D Lynch 
Information Rights Team  

InformationRequests@defra.gov.uk  

http://www.gov.uk/
mailto:InformationRequests@defra.gov.uk


Annex A 
 
Copyright 

 

The information supplied to you continues to be protected by copyright. You are free to 

use it for your own purposes, including for private study and non-commercial research, 
and for any other purpose authorised by an exception in current copyright law. Documents 
(except photographs or logos) can be also used in the UK without requiring permission for 

the purposes of news reporting. Any other re-use, for example commercial publication, 
would require the permission of the copyright holder.  

 
Most documents produced by Defra will be protected by Crown Copyright.  Most Crown 
copyright information can be re-used under the Open Government Licence. For 

information about the OGL and about re-using Crown Copyright information please see 
The National Archives website.  

 
Copyright in other documents may rest with a third party. For information about obtaining 
permission from a third party see the Intellectual Property Office’s website. 

 
_________________________________________ 
 
 
Annex B 

 
Complaints 

 

If you are unhappy with the service you have received in relation to your request you may 

make a complaint or appeal against our decision under section 17(7) of the FOIA or under 

regulation 11 of the EIRs, as applicable, within 40 working days of the date of this letter. 

Please write to Andrew Mobsby, Head of Information Rights via email at 

InformationRequests@defra.gov.uk  and he will arrange for an internal review of your 

case. Details of Defra’s complaints procedure are on our website. 

If you are not content with the outcome of the internal review, section 50 of the FOIA and 

regulation 18 of the EIRs gives you the right to apply directly to the Information 

Commissioner’s Office (ICO) for a decision. Please note that generally the ICO cannot 

make a decision unless you have first exhausted Defra’s own complaints procedure.  

The ICO’s offices are currently closed so please visit their website on how to contact them 

during this period, here: 

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/03/notice-about-
contacting-us-by-post/ 

http://www.nationalarchives.gov.uk/doc/open-government-licence/
http://www.nationalarchives.gov.uk/information-management/uk-gov-licensing-framework.htm
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